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CREATING AND EDITING KEYS AND VALUES . 
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a Disable the Internet Explorer HTML Source Editor Check 


x Specify the Default Internet Explorer Download Directory 


a Hide Start Menu Subfolders 
a Disable Save Settings at Exit 
a Automatically Reboot on the Blue Screen of Death 
a Automatically Ending Hung Applications 
a Specify the Response Time for Hung Applications 
a Hide Computer Management Option 
a Disable the Windows Key 
a Force Windows to Unload DLLs from Memory 
a Manage Windows File Protection Scans 
a Change the Default NumLock State 
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a Disable the Recycle Bin Properties Option 
x Restore Folder Windows at Startup 
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a Add Explore From Here to Every Folder 
a Show items in "Send to" Context Menu 

a Add a Menu Option to Move or Copy to a Folder 
a Disable the Thumbnail Cache 


Soft Ware Keys : 


Open Favorites in a new window 


x Show My Pictures Toolbar in Internet Explorer 
a Change the Internet Explorer Navigation Sound 


a Lock the Internet Explorer Toolbars 
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a Change the Internet Explorer Window Title 
a Disable Password Caching 1n Internet Explorer 
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a Disable the Norton Utilities Splash Screen 
a Hide the Network tab in Media Player 
a Disable Recent Files in Media Player 
a Change the Title of Windows Media Player 
a Disable Background Notification Balloon in Messenger 
a Change the Messenger Warning Message 
a Change the Default Name and Company Information 


Hard Ware Keys 


a Show Detailed Information in Device Manager 
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a Show All Hidden Devices 1n Device Manager 
a Disable CD Burning 
a Hard Disk Free Space Warning 
a Control the CD-ROM Autorun Function 
a Beep on Printer Errors 
a View System Processor Information 
a View System BIOS Information 

a Improve Core System Performance 


Security keys 
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a Disable Registry Editing Tools 
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General view 


A lot of users consider registry editor 1s dangerous place to work in it or editt it , so I 
preferred to talk about it and create small reference guide us to enter registry editor world . 


Some expresslons I will use : 
O.S = Operating System . ex = example 


* Registry appear first time with windows 95 and it was one of a major reasons for the failure of the 95 
O.S., registry back again in new look with windows 98 after large improvement from Microsoft , NOW 
Registry is one of Indispensable tools in any O.S. . 


* What is Registry ? : Windows Registry is a hierarchical database that stores configuration settings and 
options on Microsoft Windows operating systems . 


* What is registry Editor ? : Registry Editor is a tool comes with Operating system it allow us to work 
with registry database ( adding keys , values or editing ) . 


In Other words registry is a database saves everything about your O.S , Software and Hardware 
settings , Most of installed application use registry to save some data , for simple ex. Open windows 
explorer , change its size and position then close it , reopen it again and note it will open in last 
position and size , windows explorer save its size and position in registry keys when you open it , it 
read those data and opened depending it . 

- we can’t work with registry database directly when we need we must use any applications work 


with registry database , | recommend use windows registry editor , Fastest way to open it : Start 2 
Run 2 regedit then OK or press enter . 


* Do we need to use Registry ? As a professionals of course Yes , as we will see we can prepare a lot of 


advanced option by using registry and | need to say that we sometimes can remove the impact of 
some viruses by using registry . 
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How to use Registry Editor . 


* As we mentioned Registry Editor is a tool embedded in O.S we can call it from : Start > Run 2 
regedit then OK or press enter . 
* It will appear as the following : 


3 Registry Editor - H< 
Fill Edit YWiewy Favorites Help 
a Ê My Computer ıe lata 
a HKEY_CLASSES_ROOT Yale not set) 
a HKEY_CURREENT_SEER. 
a HKEY_LOCAL_MACHINE 
aE HKEEY_LJISERS 
a a HKEY_CURRENT_CONFIG 


MY Computer MHEEY_LOCAL_ MA -HINJE 


View 1 ( Registry Editor ) 

* The Registry Editor user interface contain menus like the usual type of menu found in Windows 
applications, and there are two panes, with a vertical bar between them that can be dragged with the 
mouse to adjust their width ( and we will need that ). In the left pane we see My Computer, and 
five Folders called root keys. Root keys named HKEY_CLASSES_ROOT or HKCR , HKEY_CURRENT_USER 
or HKCU , HKEY_LOCAL_ MACHINE or HKLM , HKEY_USERS or HKU and HKEY_CURRENT_CONFIG or 
HKCC . 

- The right pane shows the values contained in the selected key. There are three columns in the pane, 
showing the name of the value, Type of the value and Data in the value . 
Root Keys: 
| IHKEY_CLASSES_ROOT : This key contain information’s about file’s type and its running 
applications, for Ex. Information needed to tell windows that TXT file's will be shelled by 
NOTEBOOK stored in this key . 
Its worthy mentioning that this key is a sub key from HKEY_LOCAL_MACHINE\SOFTWARE you 
will find it named Classes . 
| \HKEY_CURRENT_USER : every user have a private setting , this settings saved in , HKEY_USERS 
Key , when user logged on, windows automatically convert his setting location from 
HKEY_USERS Key to HKEY_CURRENT_USER key, if you adding or editing in 
HKEY_CURRENT_USER key it means that you add or edit to YOUR settings and your changes 
will not affect other users . 
| IHKEY_LOCAL MACHINE : Contain information’s about computer Hard Ware and terminal 
unites connected to it . 
| IHKEY_USERS : Contain ALL users settings , when user logged on his Key ( or hive ) move to 
HKEY_CURRENT_USER . 
| IHKEY_CURRENT_CONFIG : Contain information’s about applications , O.S and Hardware . this 
key is a sub key from HKEY_LOCAL_MACHINE\CONFIG you find it named OO001 
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* Adding Key: simply on right pane right click , choose new and then choose Key , note that key will be 
created as a sub key under your current key , name your key and press enter . 

* Adding value to a key : simply on right pane right click , choose new and then choose one of value 
types , value will be created under your current Key , name your value and press enter, change value 
data by right click on value name then choose Modify .( see view 2) 


File Edit View Favorites Help 


» «jj HKEY_CLASSES_ROOT 

«Jj HKEY_CURRENT_USER‏ ا 
Jj HKEY_LOCAL_MACHINE‏ > 
«Jj HKEY_USERS‏ ا 


DWORD G2-bit) Value 
QWORD (64-bit) Value 
Multi-String Value 
Expandable String Value 


LomputerHKEY_CURRENT_CONFIGhSoftwareh Fonts 


View 2 ( add Key Or value ) 
Notes : 
* while working with registry we must care about case sensitive key SOFTWARE not equal to 
Software or SoftWare ... etc . 
* Don’t Create any keys or values unless you backup your registry or your key as mentioned on 
page 9. 


Value Type : 
® First don’t worry about those type and different between them, programmers and developers who 

matters about that but in general let us take a look about those type . 

|1 String Value : shown as REG_SZ , this type contain text data with fixed length . 

| Binary Value : shown as REG_BINARY, this type used to store most information regarding to 
computer component ( Hardware ) store As binary data, and appear in Registry 
Editor in hexadecimal format ( As we will see ]) . 

| \ DWORD Value : shown as REG_DWORD , this type chosen by most of drivers and services to 
store information , appear in Registry Editor in binary, or decimal, or hexadecimal. 

` Multi-string Value : shown as REG_MULTI_SZ , this type contain multi values , inputs separated 
by commas or spaces . 

'ı Expandable String Value ةzugتl‎ alçlll Juli : shown as REG_EXPAND_SZ , used to store variable 
strength data . 
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* Registry Editor Menus : in this part I'll review some of important menu options in registry editor 
* file > Export : export your registry ( like save as ), allow you to save all registry or specific key, click 
on any key then from file chose export, select saving location and write file name then click save. 
You can Export registry in deferent formats : 
|1 Registration Files : Export your registry as registry file as a backup ( recommended ) 
| Registry Hive files : hive files is a logical group of keys and values — let us explain that — every 
time new user log on to the computer a new hive created to that user This is called the user 
profile hive. A user's hive contains specific registry information ( application settings, desktop, 
environment, network connections, and printers. User profile hives are located under the 
HKEY_USERS key) ¬ export registry as hive files format allow you to re import file As a hive . 
I IText File : No comment . 
LIWin9x/NT registration files : export as registration files for oldest versions of O.S . 
* File > Import : retrieving exported files . 
*File > Load Hive : to load hives exported , this option will not be available unless you select 
HKEY_USERS key ( As we explained ) . 
* File > Unload Hive: to unload loaded hive —- you must select hive to enable unload hive option . 
* Edit > New : refer to view2 on page 8. 
* Edit > Permissions : protect your registry by allow users to use , edit, add ..... etc . 
* Favorites > Add to Favorites : if you use registry key a lot of times add it to your favorites to access 
it easily ( like in internet explorer ) . 


Backup your Registry: 
" from Start 2AIl Programs > accessories 2 system tool > backup 
* from Backup and restore wizard click on Advanced Mode ( see view 3). 


Backup or Restore Wizard 


YYelcome to the BackUp or 
Restore YYizard 


This wizard helps you back up or restore the files and 
selingz on pour computer. 


If you prefer, you can switch 
J for backup or re Oma 
J 43 


selingz USE 
far advange ers only. 


Alyays stark in wizard mode 


View 3 ( Advanced Mode in Backup wizard ) 
* From backup tap select system State and set backup location then press start backup ( see 
view 4 ) . ( system state will backup Boot files and O.S registry ) 
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¬ Backup Utility - [Untitled] 
Job Edit Yim Tools Help 


Welcome DOE and Manage Media | Schedule Jobs 


2 Llick ta select the check bok for any diye, folder or file that you want to back up. 
EEE -- NET ا‎ 
-E f My Computer E f My Computer 

E] 3 Floppy lé:] O Û Ms Documents 

E-I E I My Hatwork Places 


ل 


8 Backup destination: Backup options: 
1 Normal backup. Summary log. FÎ Start Backup BÈ 


Some file lypes eneluded. 


Backup media or Hile name: 


ABackup. bk Browse... J 
e 


View 4 ( start registry backup ) 
* Backup job information will appear click start backup, Backup Progress will appear, wait to 
finishing your backup . 


| Backup Job Information 
1 


7 Larnrzel ا‎ 


Backup description: 
Gel created 324AU1U al 11:04 AM 


1 

| 

| Schedule. Drive: 
| Label: Backup. bk created 32472010 at 11:04 AH 


Status: Backing up files from pour computer... 
Progress: EEE 1 


Elapsed: E stimated remaining: 


Time: 
Processing: Syazterm State". IMDS spstem3aA™xdbaheslp. dll 


Froacessed: Estimated: 


Bytes: 1183428415 434482 753 


lf the media already contains backups 


(®) Append this backup ta the media. 


(Û Replace the data on the media with this backup. 


lf fhe media ls overwritten, uze this label to identify the media: 


Backup.bkf created 3247AU10 at 11:04 AM 


س؛ىكkAkكتتتتتتتتکک‏ ي ل ا ا يي.ي.ıÎÊ١ء١..ي.ي.ي. n XÊ‏ 


View 5 ( backup Progress ) 
7 Restore Backup : in backup utility choose restore and manage media you will find your 
backup file in left pane , select it then Click Start Restore ( see view6 ) . 


Backup Utility - [Restore and Manage Me dial]‏ ك 
Job EdJiIE Yi Tools Help‏ 


| Welsome || Backup, Restore and Manage Media | ğchedule Jobs 


Ee Expand the desired media Item, hern check Ihe bon for the items to restore. Right click on a media Item for options: 
a Elê? File ETH arme Modified 
a: E] Backup created 3/24 J] ih Boat Files 3242010 11:18 AM 
E System Stats E f COM+ Class Regis... 3/24/2010 10:26 AM 
E 22 Registry ZAZAU 1028 A 


< 1 > 


E Restore files to: IF files already emlak: 
ا‎ 
E Original location د‎ Da nat replaze ا‎ Start Restore BB 


View 6 ( restore backup ) 


Now we explained how to use registry editor so let us start working with registry Itself . 
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CAUTION : U Before starting you MUST do one of below 2 steps or both of them : 


[v1 Export your root key before add or edit to it (or / and), 
vî Backup your registry. 


Notes : ®” If | state Any key and you don't find it Create it . 


Creating and editing keys and values . 

we will review little examples about how to set some settings cant be changed without working with registry as a 

training, after that we will review a lot of registry keys . 

ıS Ex.1 : Disallow user from change internet explorer Home Page find this key 
HKEY_CURRENT_USER\Software\Policies\Microsoft\Internet Explorer\Control 
Panel\HomePage 

Remember: If you don't find Key Path, Create it and Create the value with data type string 

Change value data to 1 , if you need to allow this Option change key value to 0 . ( see View 7) 


1: Registry Editor 
Fila EJiE Yim Favorites Help 


Ty¥pE 
ablDeafs REG Sz 
E 
HN AappEYents 
i 2ansale 
i control Panel 
i Environment 
i Identities 
N Keyboard Layout 
E Printers 
N sessionInformation 
i Software 
H- Classes 
HJ Intel 
HA MicrasaFft 
H-] Netscape 
E-I Folicies 

A-i Micrasaft 


ا 


E1--E:-E 3 


2 1 
E UNILDE Program aroUps 
i Yolatile Environment 

E-I] HEEY_LOCAL_MACHIME 

H-i HEEY_USERS 

H-N HEEY_CURRENT_CONFIG 


View 7 ( disallow user from changing i.e home page ) 
- go to Control Panel 2 internet Options you will find Home Page Disabled ( see View8) . 


Internet Properties 


Tou canı change which page to use for pour home page. 


Address: 


Temporary Inter Tt 


fF “o, Pages you view on the Internet are stored in a special folder 
| Ê Yî or quick viewing later. 


| Delete Cookies... | | Delete Files... Settings... 


History 


. The History folder cortains links to pages you've visited, for 
a quick access lo recently Yiewed pages. 


Days to keep pages in history: 20$ Llear History 


View 8 ( Internet Explorer Home Page Disabled ) 
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z5 Ex.2 : Change recycle bin Name : 


HKEY_CURRENT_USER\Software\Microsoft\Windows\ShellNoRoam\MUICache\@C:\WINDOWS 


Lata 


System Restore 


Windows Script Cornpor 
setup Inforrnation 

Lontains Files and Folde 
Shows installed printers 


Briefcase 
Fonts 


ûdrministraktiye Tools 


IEF 


Folder Options 


Recycle Bin 


My Network Places 


EIS 


ا 


Data 
OxODODOOD1 1 


EHAB-ZDODFSLA2:3 


Administrator 
Oxon fo) 
Oxooûûnûn1 (1) 


OxDODOOOOODn1 f1 
D»DOOODDDE (14) 

U 

1 

1 

Dx»DOOODIDD ro} 
OxFFFFFFFF (42949447295: 
Explorer, exe 
D»DOOODOID {O} 

1 


logonUui, exe 
LTO SYsEermd: 
rundl3Z shell32Z, Control 
LI 


ےد 


Type 


\system32\SHELL32.dll,-8964 


Rename recycle Pin As you need (see view 9 ) 


Hame 


AaB] BC IWINDOWSIsystem32restoreirstrui,exe,-2,., REG_5Z 


REG 57 
REG_S57 


REG_SZ 


a EET 
DE MWINDOWHSIsvsterm32\SHELL32.dll,-9217 


la) OL WINDOW SYSteErmSAscrobj, dll, - 8132 

[a DO WINDOW SYStem 3A lsetupapi, dll, -Z000 
BF BE IWINDOWSIsystem321SHELL32.dll,-12695 
a OL WINDOWSSYStEmSZASHELL3Z, dl, - 123 
BF] RC WINDOWSIsystem321SHELL32,dll,-22978 
BF] OC {WINDOWSIsystem321SHELL32,dll,-22981 
BF] E IWINDOWSIsystem321SHELL32.dll,-22982 
aE] OE WINDOWSIsystem321SHELL32 dll, -22985 


Moc: WIMDOWSSYSLEm 3A SHELL32 dll, -B254 


| Registry Editor 


File Edit Wiew Favorites Help 


a Internet Laonnection Wizari +¥ 
I Internet Explorer I 
| Keyboard 

I MediaPlayer 

a MESSENQEFSEFYiIZE 

1 Microsoft Management Zor 
N Mulkimedia 

J NetDDE 

N Hetsham 

I Htbackup 

N Guklonk Express 

i Fluz! 

8 Protected Storage System 
I RegEdtz2 

E srhedule+ 


1-E“ 


FF 


ا ا ا ا 1 


EEE 


View 9 (rename recycle Bin name ) 
- lts worthy mentioning that you can rename all desktop icons unless recycle bin, if you changed any 
desktop icon name and need to back to original name simply press F2 and delete name then press 
enter , icon will named automatically by its original name , If you change any desktop icon name from 
mentioned registry key, this name will be the original icon name ( try that with my computer icon ) . 
jS Ex.3 : Don't disconnect your internet connection when you logging off : 
HKEY_LOCAL MACHINE\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\Winlogon\KeepRAS 


Type 
RE _DWYGRED 


.ع 
Û‏ 
ا 
۳ 


RE _ĞzZ 
RE _ĞSZ 
RE_ĞSz 
RE _SZ 
RE _ĞZ 
REG _DYGRDG 
REG _DWwWGRD 
RE _ĞSzZ 
RE _SZ 
RE _GDWYGRG 
RE _GDYGRDG 


RE _ĞzE 
RE _ĞSZ 


REG_SZ 
RE _GDYGRDG 
REG _DWwWGRDG 
RE_SzZ 
RE _DWGRÛG 
RE_ĞzE 
RHE _ĞSZ 
RE EXPAND 
RE _SzZ 
RE _SZ 


REG_S5ZF 


Name 

BE] AutoRestartshell 

laF] Background 
laB]carhedlogonscount 
laF]DebugSerwerComrnand 
laB] Def aultDomainmlame 
BF] Def aultPassword 

laB] Gef aultLIserNarme 

BB] forceunlocklogon 
[BB]HibarnationPreviouslyEnablerdl 
laB]LegalMoticecaption 
laF]LegalNotice Text 
E¥]LagonT¥pe 
BB]passwordexpirywarning 
laB]PowmerdownêafterShutdown 
laP]ReportEBootok 
laF]srremoveoption 
E¥]SFEDisable 

BH] sfcauota 
la] shell 
BE] showmLogonGptions 
lab] shutdomnwithoutLogon 
laF] System 
laP]UIIHost 

AP] Jserinikt 
laF]Ymapplet 

lali Sean 2Da abl 


Eî EeepREASL_oannections 


4 Registry Editar 


Connections 
Change value data to 1 (see view 10). 


4:1 Registry Editor 
Fils Edit Wiy Favorites Help 
A-i Perflib * 
A“ N PerHmIdStorage 
i Parts 
i) Prefetcher 


O ProfileList 
i related. desc 
i seZEdit 


SwcCHoasE 
I] SYstemRestore 
HA“ Terminal Server 
E3) n Time Zones 
HA- Tracing 
#H- T¥pe 1 Installer 
i Userinstallable. dri 
i Windows 
2-J Winlogon 
i credentials 
اا‎ E mPExtensions 
HA-LN Notify 
HA- Sperialarcount 
H- WHO 
J] WPAEYEeNES 
HAN Windowes Script Host 
AN Windows Scripting Host = 
H-iN WwacsyC 
H-i SpEC 8 
H- Folicies ١ 
i Program tar0Ups | 
1l 


| 


 armpukter{HEEY_LOZAL_MAZHIMEY SOF TWYAREYMicrasoFEwindoms MTL urrenEYWersionîwyinlagarı 


starî 


2 aoanogle - Microsoft Int... 


View 10 ( keep internet connected when you logging off ) 
ıS Ex.4: Disable Add/Remove windows component Key from add/remove program 
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\Uninstall\NoWindowsSet 


upPage 
Change value to 1 (see view 11). 


Page 12 
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[® Add or Remove Programs کا ا‎ ٣ Add or Remove Programs 


[Î Shon updates 


E] YMrare Tools 


Lr here For apport infomation 


mE f Key Value = 0 


View 11 ( disallow add/remove windows component ) 
JS Ex.5 : Add user Administrator to log on users list : 
HKEY_LOCAL MACHINE\ SOFTWARE\ Microsoft\ WindowsNT\CurrentVersion\ Winlogon\ 
SpecialAccounts\ UserList 
From Key Administrator change value to 1 , If it not exist Create it with type DWARD ( see view 12). 


„ | Administrator 
J 3 ي“‎ 


Micron 


Windows 0 Ehab Ragab 


To begin, click your user name 


O) Turn off computer 


View 12 (show user Administrator in logon users list ) 


5 Ex.6 : Remove All Programs Button from Start menu : 
For current user : 
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\ Explorer 
For All users : 

HKEY_LOCAL_ MACHINE\Software\Microsoft\Windows\CurrentVers1ion\Policlies\Explorer 
Create DWARD Key name it NoStartMenuMorePrograms give 1t value 1 to disable button or O to enable 
1t, and note that Its applies Only to the Windows XP Start Menu, not the Classic Start Menu and you will 
need to Restart your windows ( see view 13). 
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2 My Documents 


1 2 My Recent Documents 


9 Py Pictures 


3 MY Music 
21 Py Lompuiter 


EH Lontrol Panel 


Br Sek Prograrn Access and 
Defaulks 


9 Printers and Faxes 


Help and Support‏ ر 
Search‏ لے 


Administrator 


` Eb Internet 
| Internet Explorer 


| 

` a E-mail 

| Qutlaook Express 
E MSH 

| @ Windows Media Player 

| a Windows MESSENIEF 
EÊ Backup 

| @ Tour Windows #P 


| Files and Settings Transfer 
Wizard 


ı j « j | Administrator 


Internet‏ ق 
Internet Explorer‏ 


< ا 
My Documents‏ 0 | 
TÎ Activate Windows‏ 
Wy set Program access and Defaults‏ 
Ê Windows Catalog‏ 
Db) Windows Lipdate‏ 


IF) Actessories 


@ ames 
@ StartUp 


E-mail 
J outlook Express 


@ Windows PAedia Play 
3 Windos Messenger 


j Ê Internet Explorer 


E 

ا 

a) Gutlaok Express 
gı Remote Assistance 


@ Windows Media Player 
th Windows Messenger 


| Windows Movie Maker 


@ Tour Windoms #P 


§| Files and settings Tra 


E6 AS 


EE Backup 


izar 


All Programs 


Try RUN... 


2 Lag OFF 5| Turn GFF Computer 


gı: Registry Editor 


| Lag Off 0 | Turn GFF Computer 


View 13 ( disallow All programs button on start menu ) 
ıS Ex.7 : Show User and Computer Name On Desk Top ( as my computer name ) . 
HKEY_CLASSES_ROOT\CLSID\{20DO4FEO-3AEA-1069-A2D8-08002B30309D} 
Rename the value named "LocalizedString" to "LocalizedString.old", Create a new Expandable string 
value name it LocalizedString, and set the value to USERNAME % on %COMPUTERNAME% 
Exit the registry editor, click on your desktop and press F5 (for refresh). The "My Computer" icon should 
now be rename to "Username on Computer name" (see view 14). 


4: Registry Editor 

File Edit Yiew Favorites Help 

 ] {1DF7D126-4050-47F0-A7CE-4C4CA924133 4| Û Name Type Data 

1E543338-2400-1 1d1-8198-DODOFE7SS7DE | ab] (Default) REG S7 iy CoînDUê 
IE6SICLO-B193-1100-8212-OULD4FZ3AC4! BJ ntoTp REG _F¥PAND_S7 O OS 


1E38SEE-DESD-1 1d0-BEE3-OOZOAFZEF41C 2 
lab) LocalizedString, OLD REG_E*PAND_SZ @SystemRoottlsystem32\SHELL32.dll,- 1 


EBDCFED-AZO0-1 10-434 4-DOZO4FDFOGE 
EF34820-0148-11D2-A430B-UUAAUDNEF336: 
هد‎ LocalizedString REG _ÃERPANÛ_SZE USERNAME on FL OMPUITERNAME 


1 
1 
1 
1 
11 
{1FDEZEAD-4804-488B-EBE1F-O4FFZFSOSESL 
{1F24FDZO-02E-11D0-ABIC-ODADZADEZ41 
{1FZESL40-4550-1 1CE-99D2-OOAADOEEUFÊr 
{1F4dE370-dé27-11d1-ba4f-ODalc!1eedba} 
{1FF3E381-8C3A-11D0-A3BE-ODAOZIE44431 
{1FFEBLED-Z3FE-4LEN-BD77-L4B2SABBESELI 
{1FS823AbA-SE3F-11D1-A484-OOLDOAFEI3S: 
{1FBAO4EE-3024-1 1d2-BF1F-ODOOFEFABD1Ê 
{1FLE6123-B6 75-4 790-A29-F3ESALDSFE3S 
{202D3AEF-2FOE-11D1-A1F6-OOSDZEE533 A! 
N +203bieed-db3f-4nfb-a7bd-139098201 7d2} 
i {204810b9-73b2-11d4-bf42-DObOdD1 18b5é} 
ml {2046EEE6-7FAZ-11D0-3E6A-DOADZI1 3C 
I {2087r2F4-2ref-4953-aBab-667 79b 70495} 
a {2USDZLEO-3AEA-1069-A2D7-OSODZE30303| 8 . 


Bl 
i 
E 
ك‎ 
i 
E 
ك‎ 
E 
E 
E 
û 
ت‎ 
Bi 
i 
ك‎ 


1 EE) OIE: EEE EEE EEE E EEN EE EI-EN EE-- E--EE1-EE 


AONE ALE 
oh EHAB 


I {21559614-B795-46b1-BSF4-E737ABDCOSAL vS 
1-J {Z15E77BA-853F-48C4-BDC4-O24EODEBAB 1: سا‎ 
J {2179C5D3-EBFF-11CF-BEFD-OOAADOB4E22 i 


H- {217FC9CO-3AEA-1059-A2DB-08002E30302| 
2-a {21E22460-3AE4-1069-A2DC-OBODABSOSIAL NW 


ل ا 
ت پڪ ComputeriHEEY_CLASSES_ROOTIELSIDH2ODD4FED-3AEA-1069-A2D8-DEDDZEB30303D}‏ ¥ 


E 


PlABES 


View 14 ( Show username and computer name on desktop ) 
Note : ®”If you rename my computer icon it will be fixed name with all users but with above method name will change with every user 
logging on , you need internet explorer 6 or higher to apply this key . 


ıS Ex.8: Enable/Disable shutdown button in logon screen : 

HKEY_LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\policies\system 
Create a new DWORD value, or modify the existing value, called "ShutdownWithoutLogon" and set it to 
1 to Enable shutdown button or to O to Disable it ( see view 15). 
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Lag Ûn to Windows Lag Ûn to Windows 


Cûpyright:Er 1945-2001 
êt Corpûraliûrî 


4 P۴ | E Si ای‎ 4 s8 
User name: Administrator value = Llser name: Administrator f Vala - 
TG Password: 


View 15 (enable / disable shutdown button in log on screen ) 


3S Ex.9 : Hide Drive 
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\ Explorer 

Create New DWARD value name it NoDrives 

Set key value as the following : 

If you worked with hexadecimal : 1 for | Q Y, 2for BJ RZ, 4 for K CS, 8 for D LT, 16 for E M U, 32 for F 
N V, 64 for G O V and 80 for HP 

To Hide drive c: key value = 4 , drive E: key value = 16 .... Etc, to show drive key value =00 or delete it, 

you need to log off to apply the key and note we applied key for CURRENT USER (see view 16). 

If you are not happy working in Hex, add these DECIMAL numbers to hide the drive(s): 

A: 1, B: 2, C: 4, D: 8, E: 16, F: 32, G: 64, H: 128, |: 256, J: 512, K: 1024, L: 2048, M: 4096, N: 8192, O: 
16384, P: 32768, Q: 65536, R: 131072, S5: 262144, T1: 524288, U: 
1048576, V: 2097152, W: 4194304, X: 8388608, Y: 16777216, Z: 
33554432, ALL: 67/108863 

If you need to hide drive A and drive D, you would add 1 (A) + 8 (D) which means the value should be set to "9". 


Files Stored on This Computer F Administrator on EHAB 


File Edit View Favorites Tools Help 


3 7 ت‎ Shared Documents ل‎ Administrator's Documents ر 0 2 ج‎ | Search Ey Folders i7 [ 
Bd 34 Floppy (4:) Riess 


E ê Local Disk (C: 
7 کک‎ Hard Disk Dri¥es 
E ê DYD-RAM rive {D:} ۲. 


# iF Control Panel س ت‎ 
3 ا 1 ت‎ Shared Documents Administrator's Documents 
E Û Shared Documents el E FY Administrator on EHAE 


Hl Ld Administrator's Docurnents E db 3 Floppy (A) 


HF sb DYO-RAM Drive fD: 
ل ا‎ My Network, Places ص‎ e Devices with Removable Storage 


Bl # Lontrol Panel 
Deyices with Remoyable Storage EH lË Shared Documents 


EH Ê Administrator's Documents ا‎ 314 Floppy fir) kA DUD-RAM Drive (D:) 
E & my Network Places ت‎ 7 


® 
CL 3 Floppy (A "4 _ DYO-RAM Drive {Dr} Î Recycle Bin 


۳ Recycle Bin 


ت 


View 16 ( hide drive C: ) 

5 Ex.10: Enable/Disable Folder Option in windows explorer tools menu 
HKEY_CURRENT_USER\Software\Microsoft\Windows\Current Version\Policies\Explorer Or 
HKEY_LOCAL MACHINE\Software\Microsoft\Windows\Current Version\Policies\Explorer 

If value named NoFolderOptions not exist create it as DEWARD type give it value 1 to disable Folder Option or delete 

the key to enable folder options (see view 17) . 
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٢ E i Administrator on EHAB 
F Administrator on EHAB 
File Edit View Favorites 


Fle Edt Yew Favorites Help | Map Network Drive... 


Disconnect Network Drive, ,, 


Map Network Driy€..; Synchronize... 
0 | + Address Û hduiristrator on E Administrator oni Ef ا‎ 


Disconnect Nebark, Driv, ,, Es Files Stored on This Compl 


Synchronize | E 

1 | Leskktap 

Address | ff Administrator or EH a @ ly Documents س‎ 

Folter Options L2 ا‎ Shared Documents 

Folders mputer 
[# د‎ 31 EE ا‎ 

J Desktop ww 8 E ip: Dey¥ices with Remoyable “5l 


View 17 ( Enable/Disable Folder Options in windows explorer tools menu ) 
Try below 5 keys : 


jS Ex.11 : show start menu and all programs items sorted alphabetically : 
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\MenuOrder 
Delete this Key 


ıS Ex.12 : Activate Num Lock Key in start up : 

- For all users : HKEY_USERS\.DEFAULT\ControlPanel\Keyboard\InitialKeyboardIndicators 

- For Current user : HKEY_CURRENT_USER\Control Panel\Keyboard\InitialKeyboardIndicators 
Change value to 2 , or to O to deactivate . 


ıS Ex.13 : change windows explorer Tips : 
HKEY_LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\ Tips 
Go ahead change tips as you like 


5 Ex.14 : Don’t move deleted items to recycle bin : 
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\ Explorer 

Create DWARD value name it NoRecycleFiles set it to 1 for don’t moving or set it to O to move deleted 

items to recycle bin , you need to log off to apply this key . 

Note ;: # We can summarize above key as below 

System Key: [HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer] 

Value Name: NoRecycleFiles 

Data Type: REG_DWORD (DWORD Value) 

Value Data: (O = allow Moving, 1 = Don't allow Move) 


Ex.15 : Close / Open USB‏ ر 
HKEY_LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\USBSTOR‏ 
Set start key Value to 4 to Close USB or 3 to open USB .‏ 
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ğ Using Some keys to change some Options . 


Now let us review some of registry keys : 
Notes: 
e If you find the Key Modify It , If not Create It . 
«e You may need to restart or log off Windows for the change to take effect. 


Windows Keys : 
a Disable Windows Installer : disallow users from install applications 
System Key: [HKEY_LOCAL MACHINE\Software\Policies\Microsoft\Windows\Installer] 
Value Name: Disable MSI 
Data Type: REG_DWORD (DWORD Value) 
Value Data: (O = default, 1 = admin only, 2 = disabled) 


a Enable Start Menu Scrolling : 

User Key: [HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\Advanced] 
System Key: [HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Explorer\Advanced] 
Value Name: Start MenuScrollPrograms 

Data Type: REG_SZ (String Value) 

Value Data: "Yes" or "No" 


a Show Options on Logon Dialog Box : options to enter a domain or to log on using a dial-up connection 
System Key: [HKEY_LOCAL MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon] 
Value Name: ShowLogonOptions 

Data Type: REG_DWORD (DWORD Value) 

Value Data: (O = hide options, 1 = display options) 


a Quick Edit the Command Prompt : allowing copy,paste text in the command prompt using the mouse 
User Key: [HKEY_CURRENT_USER\Console] 

System Key: [HKEY_USERS\.DEFAULT\Console] 

Value Name: QuickEdit 

Data Type: REG_DWORD (DWORD Value) 

Value Data: (O = disabled, 1 = enabled) 


a Choose the First Desktop Icon 

System Key: [HKEY_CLASSES_ROOT\CLSID\{450D8FBA-AD25-11D0-98A8-080036181103}] 
Value Name: SortOrderlndex 

Data Type: REG_DWORD (DWORD Value) 

Value Data: (0x48 = My Documents, Ox54 = My Computer) 

This change will only take effect when using "Auto Arrange" with the desktop icons. 


a Disable Task Manager 

User Key: [HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\System] 
System Key: [HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\System] 
Value Name: DisableTaskMgr 

Data Type: REG_DWORD (DWORD Value) 

Value Data: (O0 = default, 1 = disable Task Manager) 


Using Registry, By : (Ehab Ragab - ehab_ragab@yahoo.com) Page 17 


a Remove My Computer from the Desktop and Start Menu 

User Key: [HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\NonEnum] 
System Key: [HKEY_LOCAL MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\NonEnum] 
Value Name: {20DO04FEO-3AEA-1069-A2D8-08002B830309D} 

Data Type: REG_DWORD (DWORD Value) 

Value Data: (O = show, 1 = remove) 


a Hide the Internet Explorer Icon 

User Key: [HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\ Explorer] 
System Key: [HKEY_LOCAL MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer] 
Value Name: Nolnternetlcon 

Data Type: REG_DWORD (DWORD Value) 

Value Data: (O = disabled, 1 = enabled) 


a Disable Web Content in Explorer and Desktop 

User Key: [HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer] 
System Key: [HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\ Explorer] 
Value Name: ClassicShell 

Data Type: REG_DWORD (DWORD Value) 

Value Data: (O = Default, 1 = Classic Desktop) 


a control the appearance of the Windows Graphical User Interface (GUI), including changing the menus, 
mouse options and animation 

User Key: [HKEY_CURRENT_USER\Control Panel\Desktop] 

Value Name: UserPreferencesMask 

Data Type: REG_BINARY (Binary Value) 

Value Data: Bitmask 


a Change the Thumbnail Image Settings 

User Key: [HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer] 

System Key: [HKEY_LOCAL MACHINE\Software\Microsoft\Windows\CurrentVersion\Explorer] 

Value Name: ThumbnailSize, ThumbnailQuality 

Data Type: REG_DWORD (DWORD Value) 

Value Data: Size in pixels, Quality Percentage 

size of the image in pixels. The default is 96, quality percentage between 50% and 100%, the higher quality 
the larger the file. The default is 90 , Restart O.S to take effect . 


oa Wrap Icon Titles : This setting controls whether the icon titles should be word wrapped over multiple lines 
or shown in one longer line . 

User Key: [HKEY_CURRENT_USER\Control Panel\Desktop\WindowMetrics] 

Value Name: IconTitleWrap 

Data Type: REG_SZ (String Value) 

Value Data: (1 = Enabled, O = Disabled) 


a Change the Recycle Bin Icons to be whatever you like : 

User Key: [HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{645FFO40- 
5081-101B-9F08-OOAAOO2F954E}\Defaultlcon] 

System Key: [HKEY_CLASSES_ROOT\CLSID\{645FFO40-5081-101B-9F08-OOAAOO2F954E}\Defaultlcon] 

Value Name: (Default), Empty, Full 
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Data Type: REG_SZ (String Value) 
Value Data: Icon Filenames 


a Automatically View Thumbnails of Bitmap Files 

System Key: [HKEY_CLASSES_ROOT\Paint.Picture\Defaultlcon] 
Value Name: (Default) 

Data Type: REG_SZ (String Value) 

Value Data: %1 ( by default — change it ) 


a Configure Notepad to use Word Wrap 

User Key: [HKEY_CURRENT_USER\Software\Microsoft\Notepad] 
Value Name: fWrap 

Data Type: REG_DWORD (DWORD Value) 

Value Data: (O0 = off, 1= on) 


a Show All Hidden Devices in Device Manager 

System Key: [HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session Manager\Environment] 
Value Name: DEVMGR_SHOW_NONPRESENT_DEVICES 

Data Type: REG_SZ (String Value) 

Value Data: (1 = show all hidden devices) 


a Disable Windows Installer Rollback 

User Key: [HKEY_CURRENT_USER\Software\Policies\Microsoft\Windows\Installer] 
Value Name: DisableRollback 

Data Type: REG_DWORD (DWORD Value) 

Value Data: (O0 = default, 1 = disable rollback) 


a Add Command Prompt Option to Every Folder : 
System Key: [HKEY_CLASSES_ROOT\Directory\shell] 
Value Name: (Default) 

Data Type: REG_SZ (String Value) 

Value Data : cmd.exe /k cd %1 


a Disable the MS-DOS Command Prompt : 

User Key: [HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\WinOldApp] 
System Key: [HKEY_LOCAL MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\WinOldApp] 
Value Name: Disabled 

Data Type: REG_DWORD (DWORD Value) 

Value Data: (O0 = disable, 1 = enable) 


a Change the Command Prompt Colors : 

User Key: [HKEY_CURRENT_USER\Software\Microsoft\Command Processor] 
Value Name: DefaultColor 

Data Type: REG_DWORD (DWORD Value) 

Value Data: (O = default) 


0 Black 4 Red 8 Gray C Light Red 

1 Blue 5 Purple 9 Light Blue D Light Purple 

2 Green 6 Yellow A Light Green E Light Yellow 
3 Aqua 7 White B Light Aqua F Bright White 
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a Remove or Change the Shortcut Arrow : 

* Delete the value named 'IsShortCut' from the keys [HKEY_CLASSES_ROOT\Inkfile], 
[HKEY_CLASSES_ROOT\piffile] and [HKEY_CLASSES_ ROOT\InternetShortcut]. 

* To Change the Icon: 

Open the key [HKEY_LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\ 

Explorer\Shell Icons] and create a new string value, or modify the existing value, called '29'. Set it to equal the 
filename, including path, for the icon you want to use for the shortcut arrow . 


a Disable Low Disk Space Notification : 

User Key: [HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\ Explorer] 
System Key: [HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\ Explorer] 
Value Name: NoLowDiskSpaceChecks 

Data Type: REG_DWORD (DWORD Value) 

Value Data: (O0 = default, 1 = disable messages) 


a Change the Logon Screen Wallpaper : 

System Key: [HKEY_USERS\.DEFAULT\Control Panel\Desktop] 

Value Name: Wallpaper 

Data Type: REG_SZ (String Value) 

Set Wallpaper to equal the path and filename of the bitmap (BMP) file you want to use as the background 


a Change the Logon Screen Background Color : 

User Key: [HKEY_USERS\.DEFAULT\Control Panel\Colors] 

Value Name: Background 

Data Type: REG_SZ (String Value) 

Value Data: 0 0 O0 - 255 255 255 

Modify the value named 'Background' according to the color you would like in RGB (Red/Green/Blue) format. 
For example, "O O 0" for black or "255 255 255" for white, and every other color in between. 


a Legal Notice Dialog Box Before Logon : 

User Key: HKEY_LOCAL MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon 

Value Name: LegalNoticeCaption, LegalNotice Text 

Data Type: REG_SZ (String Value) 

Modify the value named 'LegalNoticeCaption' to represent the caption on the dialog box (e.g. 'WARNING!'). If 
this value doesn't already exist create it. 

Modify the value named 'LegalNoticeText' to represent the body of the dialog box (e.g. 'Do Not Attempt to 
Logon to this system unless you are an authorized user!') 


a Hide the Last User Name : 

System Key: [HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\System] 
Value Name: DontDisplayLastUserName 

Data Type: REG_SZ (String Value) 

Value Data: (1 = remove username, O = display username) 


a Remove Username from the Start Menu 

User Key: [HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer] 
System Key: [HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer] 
Value Name: NoUserNamelnStart Menu 
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Data Type: REG_DWORD (DWORD Value) 
Value Data: (O = display username, 1 = hide username) 


a Automatically Hide Inactive Tray Icons 

User Key: [HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer] 
Value Name: EnableAutoTray 

Data Type: REG_DWORD (DWORD Value) 

Value Data: (O0 = display inactive icons, 1 = hide inactive icons) 


a Disable Taskbar Context Menus : 

(right click on the taskbar) for the system tray, including the Start button, Tab control, and Clock 

User Key: [HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer] 
System Key: [HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer] 
Value Name: NoTrayContextMenu 

Data Type: REG_DWORD (DWORD Value) 

Value Data: (O0 = disabled, 1 = enabled) 


a Clear Recent Documents When Windows Exits : 

User Key: [HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer] 
System Key: [HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\ Explorer] 
Value Name: ClearRecentDocsONEXit 

Data Type: REG_DWORD (DWORD Value) 

Value Data: (O0 = disable, 1 = enable) 


a Hide Start Menu Subfolders : hide any custom sub-folders from being shown in the top section of the Start Menu 
User Key: [HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\ Explorer] 

System Key: [HKEY_LOCAL MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer] 
Value Name: NoStartMenuSubFolders 

Data Type: REG_DWORD (DWORD Value) 

Value Data: (O = default, 1 = enable restriction) 


a Disable Save Settings at EXit : 

When Windows exits it normally saves the desktop layout, including icon location, appearance and other 
parameters. This setting disables any changes from being saved . 

User Key: [HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\ Explorer] 
System Key: [HKEY_LOCAL MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer] 
Value Name: NoSaveSettings 

Data Type: REG_DWORD (DWORD Value) 

Value Data: (O = disabled, 1 = enabled) 


a Automatically Reboot on the 'Blue Screen of Death : 

Windows will usually freeze when getting a 'Blue Screen of Death' (BSOD). Changing this setting will force 
Windows to automatically reboot when it crashes instead. 

System Key: [HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\CrashControl] 

Value Name: AutoReboot 

Data Type: REG_DWORD (DWORD Value) 

Value Data: (O = disabled, 1 = enabled) 
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a Automatically Ending Hung Applications : 

force Windows to shutdown immediately ending all tasks without attempting to safely close any applications 
that have hung 

User Key: [HKEY_CURRENT_USER\Control Panel\Desktop] 

System Key: [HKEY_USERS\.DEFAULT\Control Panel\Desktop] 

Value Name: AutoEndTasks 

Data Type: REG_SZ (String Value) 


Value Data: (O = disabled, 1 = enabled) 
Note :#® The default time-out before ending the task is defined by the value of 'WaitToKillAppTimeout' located in the same key, this 
value is in milliseconds (default = 20000 i.e. 20 seconds). You can therefore additionally change this value to speed the process up 


a Specify the Response Time for Hung Applications : 

controls the amount of time to wait for a response from a hung application before the system task manager 
automatically terminates the task. 

User Key: [HKEY_CURRENT_USER\Control Panel\Desktop] 

System Key: [HKEY_USERS\.DEFAULT\Control Panel\Desktop] 

Value Name: HungAppTimeout 

Data Type: REG_SZ (String Value) 

Value Data: Time in milliseconds (1000 = 1 second) 


a Hide Computer Management Option : 

remove the "Manage" option from the My Computer context menu . 

User Key: [HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer] 
Value Name: NoManageMyComputerVerb 

Data Type: REG_DWORD (DWORD Value) 

Value Data: (O0 = default, 1 = remove "Manage") 


a Disable the Windows Key : 

System Key: [HKEY_LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\Keyboard Layout] 
Value Name: Scancode Map 

Data Type: REG_BINARY (Binary Value) 

Value Data: OO 0O0 OO O00 OO O0 OO OO 03 O00 O00 O00 OO OO 5B EO O0 O00 5C EO O00 O00 O00 OO 


a Force Windows to Unload DLLs from Memory : 

Windows Explorer caches DLLs (Dynamic-Link Libraries) in memory for a period of time after the application using them has been 
closed. This can be an inefficient use of memory on low memory systems, and may cause problems or delays for programmers 
developing with Windows DLL files. 


System Key: 
[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\AlwaysUnloadDLL] 


Value Name: Default 
Data Type: REG_SZ (String Value) 
Value Data: (1 = enable) 


a Manage Windows File Protection Scans : 

control whether the Windows File Checker (SFC) should scan and replace the protected files during boot Up . 
System Key: [HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon] 

Value Name: SFCScan 

Data Type: REG_DWORD (DWORD Value) 

Value Data: O = disabled, 1 = scan every boot, 2 = scan once 
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a Change the Default NumLock State : 

User Key: [HKEY_USERS\.DEFAULT\Control Panel\Keyboard] 

Value Name: InitialKkeyboardIndicators 

Data Type: REG_SZ (String Value) 

Value Data: O = NUMLOCK is turned off after logon, 2 = NUMLOCK is turned on after logon 


a Hide the Run as... option from the context menu : 

User Key: [HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\ Explorer] 
System Key: [HKEY_LOCAL MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer] 
Value Name: HideRunAsVerb 

Data Type: REG_DWORD (DWORD Value) 

Value Data: (O0 = enabled, 1 = disabled) 


a Disable the Recycle Bin Properties Option : 

User Key: [HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer] 
System Key: [HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\ Explorer] 
Value Name: NoPropertiesRecycleBin 

Data Type: REG_DWORD (DWORD Value) 

Value Data: (O = disable restriction, 1 = enable restriction) 


a Restore Folder Windows at Startup : 

Make windows attempt to re-open any folders that were already open when the system was last shutdown 
User Key: [HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\Advanced] 
Value Name: PersistBrowsers 

Data Type: REG_DWORD (DWORD Value) 

Value Data: (O = do not re-open, 1 = re-open windows) 


a Automatically Expand Folders in Explorer : 

Control automatically expand folder in the left-hand folder list . 

User Key: [HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\Advanced] 
Value Name: FriendlyTree 

Data Type: REG_DWORD (DWORD Value) 

Value Data: (O = disabled, 1 = enabled) 


a Add Explore From Here to Every Folder : 
When you right click on any folder this will give you an option to Explore From Here, which will open up an Explorer window of that 
folder . 


System Key: [HKEY_CLASSES_ROOT\Directory\shell\Explore] 
Value Name: (Default) 

Data Type: REG_SZ (String Value) 

Value Data: explorer.exe /e,/root,'"' %1" 


a Show items in "Send to" Context Menu : 

control whether the "Send to" context menu is displayed when a file or directory object is right-clicked in Explorer. 
System Key: [HKEY_CLASSES_ROOT\AIIFilesystemObjects\shellex\ContextMenuHandlers\Send To] 
Value Name: (Default) 

Data Type: REG_SZ (String Value) 

Value Data: (empty = disabled, "{7/BA4C740-9E81-11CF-99D3-OOAAOO4AE837}" = enabled) 


Using Registry, By : (Ehab Ragab - ehab_ragab@yahoo.com) Page 23 


a Add a Menu Option to Move or Copy to a Folder : 

Easily move and copy files and folders by adding two new right-click menu options to "Move To Folder..." and "Copy To Folder...". 
Simply highlight the file, right-click the option and select the destination folder . 

To enable the Copy To Folder menu option create a new subkey called "Copy To" and set the (Default) value 
to "{C2FBB630-2971-11d1-A18C-OOCO4FD75D13}". 

To enable the Move To Folder menu option create a new subkey called "Move To" and set the (Default) value 
to "{C2FBB631-2971-11d1-A18C-OOCO4FD75D13}". 

Changes should take effect immediately, right click on folder to view the new options 

System Key: [HKEY_CLASSES_ ROOT\AIIFilesystemObjects\shellex\ContextMenuHandlers] 

Value Name: (Default) 

Data Type: REG_SZ (String Value) 


a Disable the Thumbnail Cache : 

User Key: [HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\Advanced] 
Value Name: DisableThumbnailCache 

Data Type: REG_DWORD (DWORD Value) 

Value Data: (O0 = enabled, 1 = disable cache) 


Soft Ware Keys ( 19 Key ): 
a Open Favorites in a new window : 
Allow you to open favorites in new windows when you right click on it . 
System Key: [HKEY_CLASSES_ROOT\InternetShortcut\shell\Open in a new window\command] 
Value Name: (Default) 
Data Type: REG_SZ (String Value) 
Value Data: rundll32.exe shdocvw.dll,OpenURL %1 


a Disable the Internet Explorer HTML Source Editor Check ; 

User Key: [HKEY_CURRENT_USER\Software\Microsoft\Internet Explorer\Main] 
Value Name: CheckDocumentForProgID 

Data Type: REG_SZ (String Value) 

Value Data: "yes" or "no" 


a Show My Pictures Toolbar in Internet Explorer : 

When displaying an image in Internet Explorer a floating toolbar is shown that allows you to Save, Print, E-mail or Open the My 
Pictures folder. This setting allows you to hide the toolbar. 

User Key: [HKEY_CURRENT_USER\Software\Policies\Microsoft\Internet Explorer\PhotoSupport] 

Value Name: MyPics_Hoverbar 

Data Type: REG_DWORD (DWORD Value) 

Value Data: (O = show bar, 1 = hide bar) 


a Change the Internet Explorer Navigation Sound : 

User Key: [HKEY_CURRENT_USER\AppEvents\Schemes\Apps\Explorer\Navigating\.current] 
Value Name: (Default) 

Data Type: REG_SZ (String Value) 

Value Data: Sound Filename (Empty for no sound) 


a Specify the Default Internet Explorer Download Directory 

User Key: [HKEY_CURRENT_USER\Software\Microsoft\Internet Explorer] 
Value Name: Download Directory 

Data Type: REG_SZ (String Value) 

Value Data: Qualified Directory ( d:\MyFiles) 
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a Lock the Internet Explorer Toolbars : 

User Key: [HKEY_CURRENT_USER\Software\Microsoft\Internet Explorer\Toolbar] 
Value Name: Locked 

Data Type: REG_DWORD (DWORD Value) 

Value Data: (O = unlocked, 1 = locked) 


a Automatically Resize Images in Internet Explorer to fit in a window : 

User Key: [HKEY_CURRENT_USER\Software\Microsoft\Internet Explorer\Main] 
Value Name: Enable AutolmageResize 

Data Type: REG_SZ (String Value) 

Value Data: Yes or No 


a Display a Background Bitmap on Explorer Toolbars : 

User Key: [HKEY_CURRENT_USER\Software\Microsoft\Internet Explorer\Toolbar] 
Value Name: BackBitmapShell 

Data Type: REG_SZ (String Value) 

Value Data: bitmap file location . 


a Change the Internet Explorer Window Title : 

User Key: [HKEY_CURRENT_USER\Software\Microsoft\Internet Explorer\Main] 
Value Name: Window Title 

Data Type: REG_SZ (String Value) 

Value Data: Title you need . 

Note: ®” Delete the value of 'WindowTitle' to change the title back to the default 


a Disable Password Caching in Internet Explorer : 

User Key: [HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings] 
Value Name: DisablePasswordCaching 

Data Type: REG_DWORD (DWORD Value) 

Value Data: (O = default, 1 = disable password cache) 


a Empty Temporary Internet Files when browser closed : 

User Key: [HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\Cache] 
System Key: [HKEY_LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet 
Settings\Cache] 

Value Name: Persistent 

Data Type: REG _DWORD (DWORD Value) 

Value Data: (O = empty, 1 = do not empty) 


a Disable the Norton AntiVirus Splash Screen : 

System Key: [HKEY_LOCAL_MACHINE\SOFTWARE\Symantec\Norton AntiVirus\Clinic] 
Value Name: DisableSplashScreen 

Data Type: REG_DWORD (DWORD Value) 

Value Data: (O = enable splash, 1 = disabled splash) 


a Disable the Norton Utilities Splash Screen : 
System Key: [HKEY_LOCAL_MACHINE\SOFTWARE\Symantec\Norton Utilities] 
Value Name: DisableSplashScreen 
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Data Type: REG_SZ (String Value) 
Value Data: (O = enable splash, 1 = disabled splash) 


a Hide the Network tab in Media Player 8.0 or greater : 

User Key: [HKEY_CURRENT_USER\Software\Policies\Microsoft\WindowsMediaPlayer] 
Value Name: HideNetworkTab 

Data Type: REG_DWORD (DWORD Value) 

Value Data: (0, 1) 


a Disable Recent Files in Media Player S.0 or greater : 

User Key: [HKEY_CURRENT_USER\Software\Microsoft\MediaPlayer\Preferences] 
Value Name: AddToMRU 

Data Type: REG_BINARY (Binary Value) 

Value Data: 00 = disabled, 01 = enabled 


a Change the Title of Windows Media Player : 

User Key: [HKEY_CURRENT_USER\Software\Policies\Microsoft\WindowsMediaPlayer] 
System Key: [HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\WindowsMediaPlayer] 
Value Name: TitleBar 

Data Type: REG_SZ (String Value) . 


a Disable Background Notification Balloon in Messenger : 

User Key: [HKEY_CURRENT_USER\Software\Microsoft\MessengerService] 
Value Name: DSBkgndMode 

Data Type: REG_BINARY (Binary Value) 

Value Data: (0O O00 OO OO = default, 01 OO O0 OO = disable message) 


a Change the Messenger Warning Message : 

System Key: [HKEY_LOCAL MACHINE\SOFTWARE\Microsoft\MessengerService\Policies] 
Value Name: IMWarning 

Data Type: REG_SZ (String Value) 

Value Data: Warning Text 


a Change the Default Name and Company Information : 

When you install a new application, using MS Setup, a default Name and Company are shown, these values 
can be changed when the details have changed or are incorrect . 

User Key: [HKEY_CURRENT_USER\Software\Microsoft\MS Setup (ACME)\User Info] 

Value Name: DefName, DefCompany 

Data Type: REG_SZ (String Value) 

Value Data: DefName= your name & DefCompany = your company name 


Hard Ware Keys (10): 
a Show Detailed Information in Device Manager : 
System Key: [HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session Manager\Environment] 
Value Name: DEVMGR_SHOW_DETAILS 
Data Type: REG_SZ (String Value) 
Value Data: (O = default, 1 = show detailed info) 


Using Registry, By : (Ehab Ragab - ehab_ragab@yahoo.com) Page 26 


a Disable Universal Plug and Play Services : 

System Key: [HKEY_LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\upnphost] 
Value Name: Start 

Data Type: REG_DWORD (DWORD Value) 

Value Data: (3 = enabled, 4 = disabled) 


a Show All Hidden Devices in Device Manager : 

System Key: [HKEY_LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\Session Manager\Environment] 
Value Name: DEVMGR_SHOW_NONPRESENT_DEVICES 

Data Type: REG_SZ (String Value) 

Value Data: (1 = show all hidden devices) 


a Disable CD Burning : used to disable the use of the inbuilt CD recording functions of Windows 

User Key: [HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer] 
System Key: [HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer] 
Value Name: NoCDBurning 

Data Type: REG_DWORD (DWORD Value) 

Value Data: (O = Allow CDR, 1 = Disable CDR) 


a Hard Disk Free Space Warning : 
By default Windows sends an administrative alert when the amount of free space remaining on a hard disk drive falls below 10 
percent. This percentage can be configured . 


System Key: [HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\LanmanServer\Parameters] 
Value Name: DiskSpace Threshold 

Data Type: REG_DWORD (DWORD Value) 

Value Data: O - 99 percent (Default is 10) 


a Control the CD-ROM Autorun Function : 

System Key: [HKEY_LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\CDRom] 
Value Name: Autorun 

Data Type: REG_DWORD (DWORD Value) 

Value Data: (O0=disable, 1=enable) 


a Beep on Printer Errors : 

System Key: [HKEY_LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\Print] 
Value Name: BeepEnabled 

Data Type: REG_DWORD (DWORD Value) 

Value Data: (O0 = disabled, 1 = enabled) 


a View System Processor Information : 

System Key: [HKEY_LOCAL_MACHINE\HARDWARE\DESCRIPTION\System\CentralProcessor\0] 
Value Name: MHz, Identifier, Vendorldentifier 

Note: These values are read-only and can only be viewed and not edited 


a View System BIOS Information : 

System Key: [HKEY_LOCAL_MACHINE\HARDWARE\DESCRIPTION\System] 
Value Name: SystemBiosDate, SystemBiosVersion, VideoBiosDate 

Data Type: REG_SZ (String Value) 

Note: These values are read-only and can only be viewed and not edited 
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a Improve Core System Performance : 
On systems with large amount of RAM this tweak can be enabled to force the core Windows system to be kept in memory and not 
paged to disk. 


System Key: [HKEY_LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\Session Manager\Memory 
Management] 

Value Name: DisablePagingExecutive 

Data Type: REG_DWORD (DWORD Value) 

Value Data: (O = default, 1 = disable system paging) 


Security keys ( ): 
a Prevent Access to the Contents of Selected Drives : 
prevents users from using My Computer or Explorer to access the content of selected drives. Also, they 
cannot use Run, Map Network Drive, or the Dir command to view the directories on these drives . 
User Key: [HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer] 
System Key: [HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer] 
Value Name: NoViewOnDrive 
Data Type: REG_DWORD (DWORD Value) 
Value Data: 32-bit bitmask ( refer to Ex.9 — hide drive — on Page ) 


a Restrict Users from Running Specific Applications : 

User Key: [HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\ Explorer] 
System Key: [HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer] 
Value Name: DisallowRun 

Data Type: REG_DWORD (DWORD Value) 

Value Data: 32-bit bit 


a Disable Registry Editing Tools : 

User Key: [HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System] 
Value Name: DisableRegistryTools 

Data Type: REG_DWORD (DWORD Value) 

Value Data: (O = allow regedit, 1 = disable regedit) 


a Disable the Shut Down Command : 

User Key: [HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\ Explorer] 
System Key: [HKEY_LOCAL MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer] 
Value Name: NoClose 

Data Type: REG_DWORD (DWORD Value) 

Value Data: (O = shutdown enabled, 1 = shutdown disabled) 


a Disable Active Desktop : 

User Key: [HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer] 
System Key: [HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer] 
Value Name: NoActiveDesktop 

Data Type: REG_DWORD (DWORD Value) 

Value Data: (O = disable restriction, 1 = enable restriction) 


a Remove Active Desktop Options from the Settings Menu : 

User Key: [HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer] 
System Key: [HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer] 
Value Name: NoSetActiveDesktop 
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Data Type: REG_DWORD (DWORD Value) 
Value Data: (O = disable restriction, 1 = enable restriction) 


a Restrict Changes to Active Desktop Settings : 

User Key: [HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\ Explorer] 
System Key: [HKEY_LOCAL MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer] 
Value Name: NoActiveDesktopChanges 

Data Type: REG_DWORD (DWORD Value) 

Value Data: (O = disable restriction, 1 = enable restriction) 


a Stop Screen Saver from running : 

User Key: [HKEY_CURRENT_USER\Software\Policies\Microsoft\Windows\Control Panel\Desktop] 
Value Name: ScreenSaveActive, SCRNSAVE.EXE 

Data Type: REG_DWORD (DWORD Value) 

Value Data: (O = disable screen savers, 1 = default) 


a prevent users from changing Screen Saver Password : 

User Key: [HKEY_CURRENT_USER\Software\Policies\Microsoft\Windows\Control Panel\Desktop] 

Value Name: ScreenSaverlsSecure 

Data Type: REG_DWORD (DWORD Value) 

Value Data: 0 - Screen savers are not password-protected & 1 - All screen savers are password-protected 


aspecify the background wallpaper and display style : 
When this setting is defined users can not choose an alternative background image. 


User Key: [HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\System] 
Value Name: Wallpaper, WallpaperStyle 

Data Type: REG_SZ (String Value) 

Value Data: Wallpaper = file name Path & WallpaperStyle=0 centered , 1 tiled and 2 Stretched . 


a Remove the Hardware Tab : 
removes the hardware tab from applicable items in the Control Panel and from the local drive properties. This prevents users from 
changing the hardware device properties . 


User Key: [HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\ Explorer] 
Value Name: NoHardwareTab 

Data Type: REG_DWORD (DWORD Value) 

Value Data: (O = default, 1 = enable restriction) 


a Remove Properties from My Computer : 

User Key: [HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\ Explorer] 
System Key: [HKEY_LOCAL MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer] 
Value Name: NoPropertiesMyComputer 

Data Type: REG_DWORD (DWORD Value) 

Value Data: (O = Properties, 1 = No Properties) 


a Disable the New Menu Item : 
System Key: [HKEY_CLASSES_ROOT\CLSID\{D969A300-E7FF-11d0-A93B-OOAOC9OF2719}] 
Rename the key by placing a dash "-" in front of the GUID (i.e. {-D969A300-E7FF-11dO0-A93B-OOAOC9IOF2719}). 


a Disable the Ability to Right Click on the Desktop : 
User Key: [HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer] 


Using Registry, By : (Ehab Ragab - ehab_ragab@yahoo.com) Page 29 


System Key: [HKEY_LOCAL MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer] 
Value Name: NoViewContextMenu 

Data Type: REG_DWORD (DWORD Value) 

Value Data: (O = disabled, 1 = enabled) 


a Remove File Menu from Explorer : 

User Key: [HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\ Explorer] 
System Key: [HKEY_LOCAL MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer] 
Value Name: NoFile Menu 

Data Type: REG_DWORD (DWORD Value) 

Value Data: (O = disabled, 1 = enabled) 


a Disable Folder Options Menu : 

User Key: [HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer] 
System Key: [HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer] 
Value Name: NoFolderOptions 

Data Type: REG_DWORD (DWORD Value) 

Value Data: (O = show options, 1 = hide options) 


>a Hide All Items on the Desktop : 

User Key: [HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer] 
System Key: [HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer] 
Value Name: NoDesktop 

Data Type: REG_DWORD (DWORD Value) 

Value Data: (O = disable restriction, 1 = enabled restriction) 


a Disable Control Panel : 

User Key: [HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\ Explorer] 
System Key: [HKEY_LOCAL MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer] 
Value Name: NoControlPanel 

Data Type: REG_DWORD (DWORD Value) 

Value Data: (O = disable restriction, 1 = enable restriction) 


a Deny Access to the Display Settings : 

User Key: [HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\System] 
System Key: [HKEY_LOCAL MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\System] 
Value Name: NoDispCPL 

Data Type: REG_DWORD (DWORD Value) 

Value Data: (O = disabled, 1 = enabled) 


a Hide the Screen Saver Settings Page : 

User Key: [HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\System] 
System Key: [HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\System] 
Value Name: NoDispScrSavPage 

Data Type: REG_DWORD (DWORD Value) 

Value Data: (O = disabled, 1 = enabled) 


a Hide the Display Background Page : 
User Key: [HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\System] 
System Key: [HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\System] 
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Value Name: NoDispBackgroundPage 

Data Type: REG_DWORD (DWORD Value) 

Value Data: (O = disabled, 1 = enabled) 

a Disable Add new Printers : 

User Key: [HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\ Explorer] 
System Key: [HKEY_LOCAL MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer] 
Value Name: NoAddPrinter 

Data Type: REG_DWORD (DWORD Value) 

Value Data: (O = disabled, 1 = enabled) 

a Disallow Deleting Printers : 

User Key: [HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\ Explorer] 
System Key: [HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer] 
Value Name: NoDeletePrinter 

Data Type: REG_DWORD (DWORD Value) 

Value Data: (O = disabled, 1 = enabled) 


a Require Users to Press Ctrl+Alt+Delete Before Logon : 

System Key: [HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon] 
Value Name: DisableCAD 

Data Type: REG_DWORD (DWORD Value) 

Value Data: (O = Require Ctrl+Alt+Delete, 1 = Disable) 


a Customize the Windows Logon and Security Dialog Title : 

Add additional text to the title of the standard Windows Logon and Windows Security dialog boxes . 

System Key: [HKEY_LOCAL MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon] 
Value Name: Welcome 

Data Type: REG_SZ (String Value) 

Value Data: Text to display 


a Require Alphanumeric Windows Password : 
Windows by default will accept anything as a password, including nothing. This setting controls whether Windows will require a 
alphanumeric password, i.e. a password made from a combination of alpha (A, B, C...) and numeric (1, 2 ,3 ...) characters . 


User Key: [HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\Network] 
System Key: [HKEY_LOCAL MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\Network] 
Value Name: AlphanumPwds 

Data Type: REG_DWORD (DWORD Value) 

Value Data: (O = disabled, 1=enabled) 


a Set the Minimum Password Length : 

User Key: [HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\Network] 
System Key: [HKEY_LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\Network] 
Value Name: MinPwdLen 

Data Type: REG_BINARY (Binary Value) 

Note: #” This does not apply to existing passwords, only new or changed . 


a Changing the Password Expiry Warning Period : 

System Key: [HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon] 
Value Name: PasswordExpiryWarning 

Data Type: REG_DWORD (DWORD Value) 

Value Data: Number of Days (Default = 14) 
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a Legal Notice Dialog Box Before Logon : 

create a dialog box that will be presented to any user before logging onto the system . 

System Key: HKEY_LOCAL MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon 
Value Name: LegalNoticeCaption, LegalNotice Text 

Data Type: REG_SZ (String Value) 


Value Data : Do Not Attempt to Logon to this system unless you are an authorized user 
Note:#®” This value is limited to 256 characters, you need to install the latest Windows NT service pack to allow up to 1024 characters 


a Remove Log Off from the Start Menu : 

User Key: [HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\ Explorer] 
System Key: [HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer] 
Value Name: NoLogOff 

Data Type: REG_DWORD (DWORD Value) 

Value Data: (1 = no log off, O = show log off) 


a Remove My Network Places from the Start Menu : 

User Key: [HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer] 
System Key: [HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer] 
Value Name: NoStartMenuNetworkPlaces 

Data Type: REG_DWORD (DWORD Value) 

Value Data: (O = show, 1 = remove) 


a Hide the Taskbar Clock : 

User Key: [HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\ Explorer] 
System Key: [HKEY_LOCAL MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer] 
Value Name: HideClock 

Data Type: REG_DWORD (DWORD Value) 

Value Data: (O = Show Clock, 1 = Hide Clock) 


a Hide or Display Administrative Tools Menu : 

User Key: [HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\Advanced] 
Value Name: Start MenuAdminTools 

Data Type: REG_SZ (String Value) 

Value Data: Yes or No 


a Remove Run from the Start Menu : 

User Key: [HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\ Explorer] 
System Key: [HKEY_LOCAL MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer] 
Value Name: NoRun 

Data Type: REG_DWORD (DWORD Value) 

Value Data: (O = disabled, 1 = enabled) 


a Remove Search from the Start Menu : 

User Key: [HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer] 
System Key: [HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer] 
Value Name: NoFind 

Data Type: REG_DWORD (DWORD Value) 

Value Data: (O = disabled, 1 = enabled) 
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a Remove My Music from the Start Menu : 

User Key: [HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\ Explorer] 
System Key: [HKEY_LOCAL MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer] 
Value Name: NoStartMenuMyMusic 

Data Type: REG_DWORD (DWORD Value) 

Value Data: (O = default, 1 = remove folder) 


a Remove My Pictures from the Start Menu : 

User Key: [HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\ Explorer] 
System Key: [HKEY_LOCAL MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer] 
Value Name: NoSMMyPictures 

Data Type: REG_DWORD (DWORD Value) 

Value Data: (O = default, 1 = remove folder) 


a Remove My Documents from the Start Menu : 

User Key: [HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer] 
System Key: [HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer] 
Value Name: NoSMMyDocs 

Data Type: REG_DWORD (DWORD Value) 

Value Data: (O = disable restriction, 1 = enable restriction) 


a Remove Network Connections from the Start Menu : 

User Key: [HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer] 
System Key: [HKEY_LOCAL MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer] 
Value Name: NoNetworkConnections 

Data Type: REG_DWORD (DWORD Value) 

Value Data: (O = disable restriction, 1 = enable restriction) 


a Remove Favorites from the Start Menu : 

User Key: [HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\ Explorer] 
System Key: [HKEY_LOCAL MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer] 
Value Name: NoFavoritesMenu 

Data Type: REG_DWORD (DWORD Value) 

Value Data: (O = show favorites, 1 = no favorites) 


a Remove Recent Documents from the Start Menu : 

User Key: [HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\ Explorer] 
System Key: [HKEY_LOCAL MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer] 
Value Name: NoRecentDocsMenu 

Data Type: REG_DWORD (DWORD Value) 

Value Data: (O = display, 1 = remove) 


a Secure Access to Removable Drives : 

System Key: [HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon] 
Value Name: AllocateDASD 

Data Type: REG_SZ (String Value) 

Value Data: O = Administrators only ,1=Administrators and power users and 2=Administrators and the 
interactive user . 
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Simplify add or edit registry values . 


* Now as we shown registry gives you full power on your O.S , but we face a difficulty is a key long path 
in case if we work with key or some keys many times . 

In this case we can simplify Access to keys in many Ways .... 

# You can add Key to favorites from Favorites > Add to Favorites In case if you use the same machine. 


# But if you use the same key many times but from different e :: 


J settings 


IESupportkery 
eqi= 


machines in your organization in this case adding to favorites will ا ا‎ 
not be the best solution, in this case we need to create file to add 
or edit to registry by clicking or run it , let us do that ... 

xs Creating Registry files : 
Ex. Go to [HKEY_LOCAL_MACHINE\Software] , Create Key name it 
ItSupport create two or three value with any name, type and data . 
Now if you need to repeat this action many times in many computers in 
your area, simply select /ItSupport key and export it as registry file ( see 
page 9 “File > export “ ), copy it to any other machine , run it and check 
registry you will find the key created with its values . 


Registry Editor 


1L ) Information in Zi ILSupportke 


xa. Creating programming Module ( ADVANCED ) : 
Third way if you design programs using any programming language you can design a small application to add 
or edit to registry depending on your programming language , Below code used in Visual Basic, Copy it tO 
module or class and continue your project and note functions names ( colored in red ) and of course note 
variable named .. 


Code : 
Option Explicit 
Public Const HKEY_CURRENT_USER = &H80000001 
Public Const REG_SZ = 1 
Public Const REG_DWORD = 4 
Public Declare Function RegCloseKey Lib "advapi32.dll" (ByVal Hkey As Long) As Long 
Public Declare Function RegCreateKey Lib "advapi32.dll" Alias "RegCreateKeyA" (ByVal Hkey As Long, ByVal lhSubKey As String,_ 
phkResult As Long) As Long 
Public Declare Function RegDeleteKey Lib "advapi32.dll" Alias "Reg DeleteKeyA" (ByVal Hkey As Long, ByVal lpSubKey As String) As Long 
Public Declare Function RegDeleteValue Lib "advapi32.dll" Alias "RegDeleteValueA" (ByVal Hkey As Long, ByVal IlpPValueName As String) As 
Long 
Public Declare Function RegOpenKey Lib "advapi32.dll" Alias "RegOpenKeyA" (ByVal Hkey As Long, ByVal lpSubKey As String, phkResult As 
Long) As Long 
Public Declare Function RegQueryValueEx Lib "advapi32.dll" Alias "RegQueryValueExA" (ByVal Hkey As Long, ByVal lpValueName As_ 
String, ByVal lpReserved As Long, IlpType As Long, IpData As Any, IlpcbData As Long) As Long 
Public Declare Function RegSetValueEx Lib "advapi32.dll" Alias "RegSetValueExA" (ByVal Hkey As Long, ByVal lpValueName As String,_ 
ByVal Reserved As Long, ByVal dwT ype As Long, lIlpData As Any, ByVal cbData As Long) As Long 
Public Enum Option Enabled 
Disable = 1 
Enable = 0 
GetValue = 2 
End Enum 
Public Function GetString (Hkey As Long, strPath As String, strValue As String) 
Dim keyhand As Long 
Dim datatype As Long 
Dim IResult As Long 
Dim strBuf As String 
Dim IDataBufSize As Long 
Dim intZeroPos As Integer 
Result = RegOpenKey(Hkey, strP ath, keyhand) 
IResult = RegQueryValueEx(keyhand, strValue, 0&, IValueT ype, ByVal 0&,lDataBufSize) 
If \ValueT ype = REG_SZ Then 
strBuf = String(lDataBufSize, " ") 
IResult = RegQueryValueEx(keyhand, strValue, 0&, 0&, ByVal strBuf,lDataBufSize) 
If IResult = ERROR_SUCCESS Then 
intZeroPos = InStr(strBuf, Chr$(0)) 
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If intZeroPos > O0 Then 
GetString = Left$(strBuf, intZeroPos - 1) 
Else 
GetSitring = strBuf 
End If 
End If 
End If 
End Function 
Public Sub SaveString (Hkey As Long, strPath As String, strValue As String,strdata As String) 
Dim keyhand As Long 
Dim Result As Long 
Result = RegCreateKey(Hkey, strP ath, keyhand) 
Result = RegSetValueEx(keyhand, strValue, 0, REG_SZ, ByVal strdata, Len(strdata)) 
Result = RegCloseKey(keyhand) 
End Sub 
Function GetDword(ByVal Hkey As Long, ByVal strP ath As String, ByVal 
strValueName As String) As Long 
Dim IResult As Long 
Dim IValueT ype As Long 
Dim IBuf As Long 
Dim IDataBufSize As Long 
Dim Result As Long 
Dim keyhand As Long 
Result = RegOpenKey(Hkey, strP ath, keyhand) 
IDataBufSize = 4 
IResult = RegQueryValueEx(keyhand, strValueName, 0&, IValueT ype, IBuf, 
IDataBufSize) 
If IResult = 0 Then 
If \ValueT ype = REG_DWORD Then 
GetDword = |Buf 
End If 
End If 
Result = RegCloseKey(keyhand) 
End Function 
Function SaveDword(ByVal Hkey As Long, ByVal strP ath As String, ByVal,strValueName As String, ByVal IData As Long) 
Dim IResult As Long 
Dim keyhand As Long 
Dim Result As Long 
Result = RegCreateKey(Hkey, strP ath, keyhand) 
IResult = RegSetValueEx(keyhand, strValueName, 0&, REG_DWORD,IData, 4) 
Result = RegCloseKey(keyhand) 
End Function 


With thanks 


Guha Kagab 
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